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“Neil Armstrong’s
Footsteps are
still there™ .. -
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IBM Research — Zurich

Computers don't forget!

m Storage becomes ever cheaper
= Data mining ever better
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And we leave traces, lots of traces!
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Need to employ
Private Credentials

on elD cards



In the beginning...




asking for a credential
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getting a credential ...




showing a credential ...

- driver's license
- insurance
- older > 20
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showing a credential ...

containing statements “driver's
license, age (as stated in driver’s
) > 20, and insurance”

Using identity mixer, user can transform (different)
token(s) into a new single one

that, however, still verifies w.r.t. original

signers' public keys.




Private Credential are practical!

... work on Smart Cards!

... and offer all features needed:

* Controlled release of attributes
* Selective disclosure
* Encrypted for 3" parties

* Revocation of Credentials

* Detection of misuse

* Revocation of “anonymity”

www.Primelife.eu www.zurich.ibm.com/idemix
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