


Privacy by Design: Going for Gold
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Change the paradigm from a zero-
sum to
a “positive-sum’” model.

Create a win-win scenario, not
an either/or involving unnecessary trade-offs and
false dichotomies.



Privacy by Design Foundations

(PD

Proactive

Preventative

Respect Default

Information
Technology

PbD
Trilogy
of Applications
Visibility
Transparency

Accountable
Business Practices

Physical Design Embedded
& Infrastructure

Lifecycle Positive
Protection Sum




- Privacy by Design:
RD Foundational Principles

1. Proactive not Reactive; Preventative not Remedial
2. Privacy as the Default

3. Privacy Embedded into Design

4. Full Functionality: Positive-Sum, not Zero-Sum

5. End-to-end Lifecycle Protection

6. Visibility and Transparency

7. Respect for User Privacy
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The Next Wave:
From PETs to PETs Plus




I Transformative Technologies Deliver
(p D Both Security and Privacy:
o b/ Think Positive-Sum not Zero-Sum

° Exam p I es Of T ran Sfo rm at i Ve Transformative Technologies Deliver
Te C h S i f P b D e n ab I e d . Tliil?lf:‘l:) ;‘;rxli*lgtll‘::llfullll.:;ea:::‘%ll m

by

Ann Cavoukian, Ph.D

+ Biometric Encryption

Privacy, in che form of anformational privacy, refers o an individual's ability o exerciss personal comrol
awer the collecnon, use and dischomare ot one's recorded inbormation. | hus far, & “Iero-sum” approach has
prevailed cwer the relaionshipberween survel inczcechnologies and privacy. A zero.sum paradigm describes
a concepe of smuaron i which one pary's gains are balimced by anceher parey's Josses - winflose. In a

- -
Iero-am parddgm, enhiancng survesllance and secuncy would necessaraly come ar the expenss ot provacy;
. I e O u rVe I an Ce comversaly, adding user privacy comcrals would be viewsd as decmening from srstem performancs. 1am
deeply opposed o chis wiewpoint - thar privacy must be viesved as an obaacle 1o achieving other rechnical

abjecrives. Similarly, & i unacceprabsle for che privacy commuaniry 1o rejecr all forms o rechnology possessing
any mrveillance capacity and overloak their growing applicarions.

Father than adopeing a zero-sum approach, 1 believe char a “positive-sum® paradigm is boch desirabde and
achizvable, whersbyadd in%pti'.'ac:-' measures womrveillane: seawems nesd ot weaksn securicy orfu nezicnalicy

but rather, could in fact enhance the overall design. A positive.sum (win-win) paradigm describes a siruation
. R I I D i which parrcipants may all gan of lose togethier, depending on the choices made.

Toachieve a posicive-mm model, privacy must b= proacrively builrinm the system (1 have called this “privacy
by deign™), st pisacy prouio we coginened dicsly i e euologg, e o e ouse,
The #fecr i to minimiz= the uanecessary collzcrion and uses of persanal daca by the symem, seengrhen daca

seaurity, and empower individuak ro exercise grearsr conero] over cheir own information. The resuk would
be 2 rechnology char achisves STONE S2CURTY Suaf privacy, wich @ “win-win" surcome.

By adopeing:a positive-sum paradigm and applyinga privacy-emhanci ng tschnologytoa surveillancec echnobogy,
you develap, whar [ am now «lEnE. *Transéocmnative Techmokogics Jumong ceher things, rr.n,somm
technologies can lirerally cransform eechnologies normally associared with surveillance into ones char are no

lenger privacy-invasive, serving o minimize che unnecessary collecrion, use and dischlosure of persanal dara,
wirl pCumsinng public (oo wd o i de gorsoe s s e,

Prsitive-Snm Paradigm + Privary-Fahancing Techon

{applied to Surveillance Technology) = Teansfor mative Technology

www.ipc.on.ca/images/Resources/trans-tech-handout 1.pdf
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Biometrics Transformed:
Biometric Encryption



Biometric Encryption:
l D A Dnc 'I' voa_Crim Tarhnnlnnvy that Arhinovac
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Strong Authentication, Security AND Privacy

 Privacy-enhanced uses of
biometrics, with a particular Biometric Encryption:
focus on the privacy and security A Posltve.Sum Techmology tha Achieves trong
advantages of BE over other uses —————

of biometrics; -

 How BE technology can help to
overcome the prevailing “zero-
sum” mentality by effectively
transforming one’s biometric to
a private key.

' Ann Ca \ould . Ph.D. Alex Stolanov, Ph.D.
l Informatio dP m:l.e."f Biometrics Scientiist

Commission

February 2007

www.ipc.on.ca/images/Resources/up-1bio encryp.pdf




Video Survelllance




CCTV Cameras:
l’bD Innovative Privacy-Enhancing
Approach to Video Surveillance

e At the University of Toronto, Professor Kostas Plataniotis and
Karl Martin have developed a privacy-enhancing approach to
video surveillance cameras;

« Their work, as described in Privacy Protected Surveillance
Using Secure Visual Object Coding, uses cryptographic
techniques to secure a private object (a face/image), so that it
may only be viewed by designated persons;

* Objects of interest (e.g. a face or body) are stored as
completely separate entities from the background surveillance
frame, and strongly encrypted.



Innovative Privacy-Enhancing
<l D> “Transformative” Approach

&) (D) (c)

Figure (a): original content stream; Figure (b): both shape and texture have been encrypted

and despite attempts to hack into this with an incorrect key, the objects of interest could
not be decrypted; Figure (c): example where only the texture of the whole body (or only

. a face for example) 1s encrypted. l
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RFID, Transformed:
Add an




RFID Transformed:
R D The Solution

 \We asked technology experts, how can you turn it off?

 This will have profound implications for use in RFID-enabled
payment and access cards, and other forms of identification;

o Impinj® Inc., (www.impinj.com), has developed a prototype Gen2
RFID Tag (TouchTag™) that functions only when activated by human

fnllr\h —ata dlcfannn nf un to Qﬂ 'chf (Q metre ac):
AL Uil ivy VUil P \J [ (BN AY2 Y | \J\J/’

» The tag remains inoperative (off) until the user touches a specific spot
on the tag, which then enables the tag to be read;

* When the user releases his or her finger from the tag, it once again
becomes inoperative — it turns off (which becomes the default).
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| A Discussion of Biometrics
l D for Authentication Purposes

Untraceable Biometrics ‘

R An N Cavou kl an’ Ph ) D _ ’ The Relevance of Untraceable Biometrics
and Biometric Encryption:
Anonymous Blometrics for Authen ieation Purposes
— Max Snijder.
j)

Encyclopaedia of Biometrics: P
Encryptlon Biometric

— Ann CaVOUklan, Ph D &. Eumpean Biometrics Group

Alex Stoianov, Ph.D.
WWW.Springer.com gt 2009

www.ipc.on.ca/images/Resources/untraceable-be.pdf




= Privacy and Government 2.0
A\ l'bD ,

. l\ |
“Traditional structures of

government — typically top- e
down hierarchical models and

silo approaches — are being
retired. They’re just not as
compelling as they once were.
With the new, function-rich
Infrastructure of Web 2.0,
government no longer needs to
work on its own to provide
public value.”

‘ May 2009

www.ipc.on.ca/images/Resources/priv-gov-2.0.pdf
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 The smart grid refers to an electricity | . * |
system that monitors and optimizes its SmartPrivacy for the Smart Grid:

mterconnecte_d elements (e.g., Embedding Privacy into the Design of
generators, high-voltage networks, Electricity Conservation
energy storage installations, and end-
use consumers including household
appliances and devices);

o While the smart grid is a good idea, the
focus has almost exclusively been on
controlling energy use, making privacy
a sleeper issue. We must take care not
to sacrifice consumer privacy amidst a
sea of enthusiasm for electricity reform;

* Principles of Privacy by Design must be
part of the overall design for smart grid
data flows;

THE FUTURE OF PRIVACY FORUM

Inéorruaton and Privecy Commisaicrar,




P, D why We Need Privacy by Design

Compliance alone, Is unsustainable as a
model for ensuring the future of privacy;
for that, we must turn to proactive
measures such as Privacy by Design:
embedding privacy proactively into the
core of all that we do.
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(SmariPrivacy

www.smartprivacy.ca

| l'b]j Privacy by Design — “The sine qua non”
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Data Security
Fair Information Practices

‘SmartPrivacy is the umbrella that offers the complete suite of protections to ensure data privacy. It consists of multiple
measures ranging from regulatory protections to education and awareness, but one measure stands out as the sine qua
non: Privacy by Design. Dr. Ann Cavoukian, Information & Privacy Commissioner of Ontario, Canada, August 13, 2009.




A Research Program
Privacy and security in a virtual web-world




No Personal information in the Cloud:
Just SmartData

SmartData binary string —
personal information locked

inside  There would be no
personal or proprietary

( “raw” data out in the
(@ 101101100010110 open.




SmartPrivacy




The Bottom Line
BRD

Privacy should be viewed as a
business Issue, not a
compliance issue

Think strategically and transform privacy into
a competitive business advantage



Costs of a Privacy Breach
l’bD -

 Legal liabilities, class action suits;

 Loss of client confidentiality and trust;

« Diminution of brand and reputation;

 Loss of customers, competitive edge,

e Penalties and fines levied:

 Costs of crisis management, damage control, review
and retrofit of information systems, policies and
procedures.



Good Governance and Privacy:
l’bD Board of Directors

IPC Publication:

e (Guidance to corporate directors
faced with increasing
responsibilities and expectation What You Don’t Know
of openness and transparency; SR Ur LS

» Privacy among the key issues that
Boards of Directors must address:

« Potential risks if Directors ignore
privacy;
» Great benefits to be reaped if

privacy included in a company’s
business plan. 9

Privacy and Boards of Directors:

www.ipc.on.ca/docs/director.pdf




| About Trust

7 \ WA 1 WA

P D Bottom Line: It’s Al
b

“...trust remains essentially the
‘classical’ concept we know, and
which needs transposition to the new
digital space.”

— RISEPTIS
Trust in the Information Society
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l’bD Conclu

« Lead with Privacy by Design — embed privacy into the design
specifications of information technologies, accountable business

practices and operations;

» Take it a step further — change the paradigm from “zero-sum”
to “positive-sum,” where both privacy and security can be
delivered, thereby raising the overall level of protection;

* Privacy by Design was not developed for use in an ivory tower. It
was developed to introduce real changes to our everyday lives
with regards to protecting our privacy — we invite everyone to
participate in that process.



How to Contact Us
BPD

Michelle Chibba, Director

Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada

M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web: WWW.IpCc.oNn.ca

E-mail: Info@ipc.on.ca

For more information on Privacy by Design, please visit:
WWW.privacybydesign.ca




